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Abstract

Vendor- and developer-independent audits and é@eatibn
standards and processes are an essential compafetite
adoption culture of Electronic Health Record SystgilBHR-
S). Countries vary widely on whether certificatiprograms
for EHR-S are in place, and what and how certigatio
compliance is assured and certificates issued. Reqpents
for mandatory compliance of EHR-S to structure,
functionality, contents, information security andotection,
patient safety, data quality, interoperability, etze generally
based on international (e.g. ISO) and national (&J§SA HIT
ONC) published and consensus-based standards. g th
tutorial the instructor will identify the issues @methodology
in EHR-S certification, compare some national dedition
programs, such as in the USA and in Brazil, andrirts on
how to assemble such a national program and hoprépare
your EHR-S for certification in different scenarjascluding
the use of digital certificates and signhatures.
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Tutorial Description

Vendor- and developer-independent audits and watiibn
standards and processes are an essential compohdm
adoption culture of Electronic Health Record SystgEHR-
S). Countries vary widely on whether certificatiprograms
for EHR-S are in place, and what and how certicatio
compliance is assured and certificates issuedthigntutorial
we intend to identify the reasons for, advantagesjes and
methodology in EHR-S certification, compare som&omal
certification programs, such as in the USA and maz8 [1],
and instruct on how to assemble such a nationaran and
how to prepare your EHR-S for certification in difént
scenarios, including the use of digital certificatand
signatures.

Tutorial Speaker

Prof. Renato M.E. Sabbatini, PhD, CPHIMS (Organiaed
Instructor)

Qualifications

Prof. Renato M.E. Sabbatini is a university asgeqgmofessor
and researcher in biomedical and health informasicee
1972, having founded and leaded several groupsamgrs in
the area. He has an extensive experience in tlheofminical
health care software standards and certificatiocgsses, and
has been active as a major technical consultafrazil to
companies and institutions wishing to acquire fiediion for
their systems according to the joint requirementsthe

Brazilian Society of Health Informatics and the &ed
Council of Medicine. Furthermore, he is active ihet
education and training in the area, as the creatdrchairman

of the pioneering EduCert Program for Training and
Education of Consultants and Auditors in Software
Certification [2], which has created and offerednynaourses
on the subject. As a member and director of HL7zBrand
IHE Brazil, he has been active in the design and
implementation of new certification processes.

Tutorial Objectives

The tutorial aims to present the scope and reqeinésnfor
mandatory compliance of EHR-S to structure, funldy,
contents, information security and protection, gratisafety,
data quality, interoperability, etc. Internatiorfalg. 1SO) and
national (e.g. USA HIT ONC, [3]) published and sensus-
based standards which are used in certificationgzges.

Tutorial Structure and Topics

* Introduction and aims of certification of EHR-S;

+ International and national standards for EHR-S: how
they are built and published and by whom, how and
where they are adopted;

» The scope of EHR-S certification: a) Information se
curity, integrity, protection and authenticatiorevels
of certification assurance; b) EHR architecture, de
mographic and clinical data contents, data reptasen
tion and coding standards; ¢) EHR functionalities f
the clinical applications; d) EHR interoperability
standards and functionalities;

e The specification of requirements for certification

» Types and levels of certification;

e Testing procedures for requirements compliance

* The issuance and use of EHR-S certificates;

» Comparison of certification systems in several coun
tries;

» The specific case and experience in healthcare soft
ware certification in Brazil;

* The use of digital certificates, a PKI structurel an
adoption by physicians for use with EHR-S;

e Current results (Comparison of USA and Brazil, as

examples);

e How to set up a national EHR-S certification pro-
gram;

* How to prepare your software for a certificatioopr
cess;

» Training and education in Healthcare Software Certi
fication (the EduCert Program as an example).



e Other specific cases for certification: mobile agg
tions, embedded applications, clinical decision-sup
port. American FDA and the certification conundrum

» Conclusions and recommendations

Educational Goals

At the end of this tutorial it is expected that Hitendees will
be able to:

« Understand the aims, history, rationale, and ad-
vantages of EHR-S certification

» List the main health information and system stand-
ards on which most certification programs are based

» ldentify the diverse scopes and contents of EHR-S
certification requirements, and how they are tested
and assured as to compliance

» Discuss the main EHR-S certification processes in
different countries

» Understand the requirements for establishing a na-
tional certification process

» ldentify the steps and requirements for preparing a
EHR-S for certification

» List information and educational resources in dade
learn more about healthcare software certification

Methods

The tutorial will be based on presentations basegdrojected
slides, PDF documents and demonstration of software
website will be open to all participants with capief the
slides, articles, examples, cases and documerttedeto the
explanations, links to relevant and interestingssand on-line
presentations and videos, as well as an on-linanfoand
email exchange for off-class questions and disoussi

Expected Attendees

Electronic Health Record Systems developers andages.
quality assurance and information security, pradectand
confidentiality professionals and students; innmrat
development, implementation and standards and acdtw
certification compliance leaders in EHR-S providednical
users interested in the area of healthcare softeentdication
and compliance, quality assurance, patient safety a
confidentiality, among others.

Prior Knowledge Requirements

A prior basic knowledge of EHR and EHR systems is
recommended, in order to understand better thetamvered
by the tutorial, as well as fundamental aspectmfoimation
standards in health, computer security and softvagaadity.
No prior knowledge of software certification proses is
required.
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